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Introduction

This Technical Validation by Enterprise Strategy Group details the evaluation of Nucleus Security. We validated
how Nucleus Security helps organizations reduce risk by automating and maturing their vulnerability
management and exposure management program.

Background

Modern enterprises operate sprawling, constantly changing attack surfaces across code, containers, cloud
accounts, endpoints, networks, SaaS, and third-party services. A variety of security tools and teams regularly
discover vulnerabilities, misconfigurations, leaked secrets, and risky identities. However, the challenge isn’t
finding security issues; it’s the fragmentation of signals, context, and ownership. Many organizations are stuck
in a siloed approach that makes it hard to see real exposures and effectively mitigate them before they are
breached.

Organizations are investing in solutions to help overcome these challenges. Taking application security as an
example, Enterprise Strategy Group research shows that 98% of research survey respondents are planning to
invest in security solutions to modernize their approach to application security, including 57% who indicated
that they will heavily invest in such solutions.” There are several factors that make it difficult to create and
mature a vulnerability and exposure management program:
o DataOverload
o Aplethora of scanning tools that operate in silos leads to increased complexity and overhead.

o Thousands to potentially millions of vulnerabilities overwhelm security, IT, and development teams alike.

o Itbecomes more difficult to effectively communicate and coordinate with all stakeholders using manual
processes.

e Manual Processes
o Analysis, triage, and remediation tasking are still manual processes in many organizations.
o These manual efforts slow down fixes and lead to some vulnerabilities being missed or ignhored.

o Manualtracking and reporting are time consuming and unreliable, leading to potential data errors creeping into
vulnerability reports.

e Poor Visibility

o Many organizations don’t have a complete view of their overall risk posture, making it hard for leadership to
understand exposure.

o Alackof visibility leads to poor and ineffective metrics and KPIs.
o Unclear responsibilities within teams further slow remediation and erode trust.
Figure 1 outlines the top 10 vulnerability management (VM) challenges as indicated by survey respondents.?

Several themes immediately present themselves, illustrating the hurdles any solution must overcome to
enable organizations to turn their vulnerability and exposure management program into a business asset.
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Which of the following are the biggest challenges associated with
vulnerability management at your organization? (Percent of respondents,
N=375, multiple responses accepted)

Coordinating vulnerability management processes
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Tracking software vulnerabilities for which no patch is
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time to patch)

Keeping up with the volume of open vulnerabilities

Analyzing the results of vulnerability scans 2

Tracking the cost and efficiency of the vulnerability
management program

Tracking vulnerability and patch management over time 28%
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Organizations are concerned about coordinating VM efforts across teams. These could include
communicating and coordinating with stakeholders and development teams, especially assigning the right
owners when it comes to remediation efforts. Other top themes include managing many tools, dealing with the
amount of vulnerabilities, tracking the cost and efficiency of a VM program, and automation of critical VM
processes, such as discovery, prioritization, dispatch to owners, and mitigation. Organizations are turning to
solutions that enable them to build comprehensive vulnerability and exposure management programs that
help teams communicate well, manage data overload, and eliminate manual processes.
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Nucleus Security

Nucleus Security is a comprehensive vulnerability and exposure management platform built to enable
organizations to build, automate, and scale their risk-based programs. Nucleus Security focuses on broad tool
integration and dynamic automation, along with powerful analytical capabilities, to help organizations gain a
view of their vulnerabilities and overall security posture and remediate high-risk vulnerabilities.

Nucleus has built its solution based on three core tenets:

e Unify. Nucleus continuously pulls in, correlates, and normalizes data from all VM, asset, and threat intelligence
tools. After this data ingestion, Nucleus consolidates all of itinto one view, providing a single source of truth for an
organization’s vulnerability and exposure management program.

e Correlate. Nucleus organizes and enriches the incoming data and analyzes it to prioritize risk out of the box with
built-in expertise.

e Operationalize. Nucleus offers the tools necessary to automate workflows so teams can mitigate vulnerabilities
faster, with fewer resources, at scale. Nucleus enables organizations to effectively operationalize their vulnerability
and exposure management program.

Nucleus Security is powered by the Nucleus Data Core, which integrates with common security tools and has
over 160 connectors. It also features the FlexConnect, a universal connector schema that enables security
teams to connect to tools for which a built-in integration doesn’t exist.

As shown in Figure 2, the Nucleus Data Core collects and correlates all the data from VM tools and adds
powerful automation capabilities to enhance an organization’s vulnerability and exposure management
program. Nucleus aggregates and deduplicates VM scanning tool data, identifying, consolidating, and
deduplicating assets from different tools to provide a complete view of all assets. Nucleus also links identical
container images across environments and repositories to enable cloud-native vulnerability management at
scale, identifying the base container image used by deployments in which vulnerabilities were found.

Nucleus automates essential vulnerability and exposure management processes through Data Core’s data
fabric architecture, providing advanced scaling capabilities. Its customizable analytical engine automatically
triages vulnerabilities from connected tools, prioritizes with threat intelligence and business context, and
routes critical vulnerabilities to the right team for remediation. Nucleus also aggregates metrics and KPlIs for
high-level reporting, enabling security teams and management to track and measure the progress of the VM
program.
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Enterprise Strategy Group Technical Validation

Enterprise Strategy Group validated Nucleus Security’s vulnerability and exposure management solution via
remote demonstration. We focused on how Nucleus delivers a unified view of an organization’s assets and
vulnerabilities, provides detailed and actionable insight into risk and exposure, and enables automation
throughout the vulnerability and exposure management process.

A Unified View

Enterprise Strategy Group validated how Nucleus delivers a unified view of organizational assets, along with
correlated vulnerability data for each.

Enterprise Strategy Group Analysis

As organizations scale, the attack surface expands across in-house applications, SaaS platforms, cloud
services, virtual machines, and distributed endpoints. Security teams are overwhelmed by vulnherability
overload, with siloed tools generating fragmented visibility and duplicative data. This sprawl of technologies
and disconnected sources creates operational friction, making it nearly impossible to see the full picture of
organizational risk and to drive timely, coordinated remediation at enterprise scale.

Nucleus Security delivers a powerful integration capability that helps organizations consolidate their security
tools’ data to build a successful vulnerability and exposure management program. Nucleus integrates with
160+ tools, including security scanners, asset management tools, threat intelligence, penetration test results,
and other data sources, and normalizes 195 asset types, including 135+ cloud asset types, into one searchable
inventory. Data can be pulled from the sources or pushed to Nucleus via triggers. Nucleus ingests both
structured and unstructured data while merging, deduplicating, and normalizing the data to create a single
timeline and view of risk.
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Nucleus correlates and deduplicates data at the metadata, core asset, and vulnerability levels. It also supports
correlation of cloud assets across the continuous integration/continuous delivery (CI/CD) pipeline from code
to container to cloud runtime. Nucleus Adaptive Contexts preserve code-to-container-to-cloud lineage,
including base image relationships, enabling one fix to remediate vulnerabilities across environments. This
unified asset inventory enables organizations to group assets based on function and organizational hierarchy
while having a flattened and searchable view of core asset metadata. For example, organizations can search
for vulnerabilities of a certain type or severity based on the value of certain attributes. These metadata
attributes can be used for searching, reporting, automation, and prioritization (see Figure 3).

Figure 3. Consolidated Assets in One View
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At the time of this writing, Nucleus supports 195 asset types, from virtual machines to hosts, OT/loT, container
images, repositories, and over 135 cloud asset types. Nucleus’s sizable asset library and subsequent
deduplication capabilities can detect duplicates across multiple scanning tools and generate consistent asset
IDs. Using this unified view of all assets, organizations can have a solid foundation on which to build their
vulnerability and exposure management programs. Nucleus also provides business context and groups
applications and asset hierarchies based on teams, supervisors, and departments to provide visibility for each
user or team across their assets and risks.

Why This Matters

The ever-growing attack surface of many organizations has led to increased risk and scrutiny regarding
vulnerability management. However, the sheer number of findings and assets in use can make vulnerability and
exposure management overwhelming for many. According to Enterprise Strategy Group research, surveyed
organizations indicated that improving integration of vulnerability management tools with other IT technologies,
gaining increased insight into asset exposure, and improving their ability to update their attack surface inventory
and asset details would improve their vulnerability management programs. A unified view of all of their assets,
along with necessary details and asset ownership, is vital to a successful program.

Enterprise Strategy Group validated that Nucleus Security helps organizations build a strong foundation on which
to stabilize and enhance their vulnerability and exposure management program. Nucleus integrates with over 160
tools across security scanners, CMDBs, cloud services, and CI/CD pipelines, ingesting their asset and
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vulnerability data into the Nucleus Data Core. Nucleus then deduplicates the asset data, providing a single, clean
record for each asset it can then use to aggregate vulnerability data along with key metrics and KPIs. Nucleus
maintains strong business context, including asset criticality, data sensitivity, internet exposure and compliance
scope, as well as assigning assets to the correct organizational units to maintain accountability.

With Nucleus Security, organizations can run their entire vulnerability and exposure management program,
including cloud, OT/loT, application security, and risk-based vulnerability management from one platform.
Organizations can use Nucleus to shift to strategic risk-driven initiatives and root cause analysis with a single
view of their security posture across all asset types.

Visibility Into Risk and Exposure

Enterprise Strategy Group validated how Nucleus enables organizations to gain visibility into risk and exposure
across the enterprise.

Enterprise Strategy Group Analysis

Without proper visibility into an organization’s risk and exposure, security teams can’t properly prioritize
remediation efforts or create strategic initiatives designed to reduce risk over time. Nucleus provides the
insights necessary to view, understand, and remedy vulnerabilities across the enterprise.

After Nucleus ingests data from the existing security and infrastructure tools, it aggregates and correlates
security findings by asset. These findings are distinct security objects associated with an asset. They could be
a vulnerability, compliance finding, misconfiguration, or penetration test result. This correlation enables
groupings of findings, delivering instant visibility into which assets are affected by the same vulnerabilities. In
the case of ephemeral assets, such as container images deployed as separate workload instances, Nucleus
creates Adaptive Contexts to tie these instances together and deliver visibility into container-based
ecosystems.

Nucleus provides visibility aligning with expedited and efficient remediation strategies, supported by the
prioritized vulnerabilities view and the Fixes Page, which provides a view of total risk by fix. These views enable
organizations to more efficiently reduce risk by using automation to create tickets on detection or showing
which vulnerabilities can be remediated by a single update.

Nucleus brings these insights to the fore with advanced reporting capabilities. Figure 4 shows a dashboard view
for a specific project. Within this view, we were able to click into a dashboard widget to view the details with
data-filtering capabilities. These dashboards are customizable by each team to provide the metrics executives
and team leaders want to see. Dashboards provide a unified view for a team that can then be pushed out to the
team members so everyone can work from the same view of vulnerabilities and risk.
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The Nucleus Data Core delivers Al-powered Nucleus Insights to help organizations gain greater insight into
vulnerabilities and real-world risk. Nucleus Insights uses threat intelligence, which provides the most
comprehensive view into which vulnerabilities are being exploited in the wild and by which threat actors, to
create a Nucleus Threat Rating for each CVE. Security teams and business owners can use the Nucleus Threat
Rating to prioritize critical vulnerabilities exploited in the wild to focus remediation efforts. Additionally,
Nucleus can group vulnerabilities by software fix, helping to highlight which software upgrades would
remediate the most vulnerable parts of the environment.

Nucleus uses its insight into business context to deliver helpful information that can guide remediation efforts.
Security teams can use the business context to understand which vulnerabilities are in assets that are
accessible externally or will improve compliance when fixed. Additionally, each finding preserves the detailed
context of the security tool that surfaced it. For example, findings from static application security testing (SAST)
tools may include file paths or code snippets, while findings from dynamic application security testing (DAST)
tools may include HTTP request/response evidence. These helpful context-based details speed up
remediation efforts and further the unifying view that Nucleus delivers. For example, teams can automatically
surface and route fixes for CVEs actively used in ransomware and mass-exploitation campaigns on internet-
exposed assets, shrinking the blast radius before lateral movement.
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Why This Matters

Gathering and deduplicating data is only the first step. Organizations can’t act on the data until they have clear
visibility into the risk and exposure the vulnerabilities discovered represent. Without insight into the exploitability,
exposure, and impact on critical systems each finding has, security teams can’t properly understand the
underlying business risk and effectively prioritize remediation strategies.

Enterprise Strategy Group validated that Nucleus Security delivers insights into the risk and exposure the various
vulnerabilities discovered represent. Nucleus Insights, an Al-powered component embedded in the Nucleus
Platform, uses threat intelligence to create standardized threat ratings and exploitability flags. No matter which
tool originally generated the finding, Nucleus creates a singular threat rating scale based on which vulnerabilities
are being actively exploited in the wild and combines it with asset context such as criticality and internet exposure
to calculate the Nucleus Risk Score. Nucleus also provides security teams with project dashboards that surface
key metrics and vulnerability data to executives and management, keeping them updated while providing a view
with which they can drive and prioritize remediation efforts.

Nucleus delivers standardized risk scores across all findings, eliminating the wasted time and effort of comparing
the conflicting risk scores from various tools. Categorized risk scores by asset group, owner, and team establish a
common risk language from engineering to the board, enabling accountable, top-down remediation. By providing
a unified view of security risk, Nucleus delivers visibility and insight into the overall posture, along with the
prioritized contributing findings, ensuring that remediation efforts focus on the vulnerabilities that will have the
greatest impact on risk reduction and compliance.

Automating a Vulnerability Management Program

Enterprise Strategy Group validated how Nucleus helps organizations automate their vulnerability and
exposure management program.

Enterprise Strategy Group Analysis

Scanning, gathering, and organizing vulnerabilities across an environment is only the beginning of the VM
process. Nothing is accomplished if those vulnerabilities aren’t remediated in a timely manner. However, many
organizations continue to struggle to get vulnerabilities to the right people or teams to remediate them before
they can be exploited. Any vulnerability and exposure management solution must help organizations automate
their programs not only to triage and prioritize risks but also to eliminate unnecessary remediation delays.

Nucleus features a powerful automation engine capable of complex processing as data flows into the system.
The dynamic templating language provides administrators with the power to reference variables, use regular
expressions, and access arrays of data, providing maximum flexibility when processing data from various
sources. Nucleus automations support quantitative and qualitative prioritization strategies (risk scores vs.
SSVC) as well as expedited or efficient remediation strategies (remediate the most critical risks vs. group by risk
for bulk remediation). Bi-directional ServiceNow/Jira updates, auto-applied SLAs and exceptions, and due-
date/expiration controls enforce policy at enterprise scale.

The automation pipeline in Nucleus is structured into sequential workflow stages that mirror the vulnerability
management lifecycle. It begins with asset discovery and inventory, continues through vulnerability processing
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from multiple sources, and culminates in remediation, exception handling, and notifications. At each stage,
administrators can apply rules, leverage variables, and reference contextual data to dynamically shape how
findings and assets are handled under specific conditions. This flexibility enables organizations to
automatically group applications by owner or business unit, assign dynamic risk or criticality scores based on
asset context, and drive targeted remediation paths. Because every action and output can serve as an input for
later steps, automation in Nucleus creates a seamless system that adapts in real time to new data. The result
is a highly efficient, risk-aligned vulnerability management program where SLAs, exceptions, and remediation
workflows are executed consistently and at scale without manual intervention (see Figure 5).

Figure 5. Creating a Processing Rule
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Why This Matters

According to Enterprise Strategy Group research, 30% of surveyed organizations struggled to keep up with the
volume of open vulnerabilities. Another 36% struggled to coordinate vulnerability management activities across
teams. As the number of applications, infrastructure, and endpoints increases, so, too, does the complexity of
managing their vulnerabilities. Organizations still relying on manual processes will struggle to keep up and will
inevitably increase their risk in the meantime.

Enterprise Strategy Group validated how Nucleus helps organizations build automation into their vulnerability and
exposure management program. Nucleus exposes the data workflow to administrators, enabling them to perform
and customize complex data processing as security findings enter the system. With its powerful templating
language, administrators can process findings, automate remediation workflows, issue notifications, and
generate tickets based on exploitability, criticality, or other business factors.

Increasing automation eliminates much of the manual triage, ticketing, and notification of affected teams. Once
the rules are established, Nucleus enables organizations to focus on more strategic VM program management
rather than operational functions.
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Conclusion

The number and variety of applications businesses use to accomplish their work has increased, along with the
complexity of keeping them secure. According to Enterprise Strategy Group research, 98% of survey
respondents indicated that they are planning to invest in security solutions to improve their application
security.® These investments are necessary due to the many challenges inherent in application security and
vulnerability and exposure management, namely data overload, too many manual processes, and poor
visibility into risk posture. These factors impede many organizations on their journeys to create a mature
vulnerability and exposure management program.

Nucleus Security has developed a solution that enables organizations to build and maintain a strong and
scalable vulnerability and exposure management program. Nucleus focuses on extensive tool integration and
automation, along with Al-powered analytics, to unify, correlate, and operationalize vulnerability data from
across the environment. The Nucleus Data Core collects, aggregates, and correlates data from over 160
common security tools and across vulnerability management, asset management, and threat intelligence. It
then provides the tools necessary for rapid remediation, helping organizations focus on the important risks.

Enterprise Strategy Group validated that Nucleus creates a unified view of security and risk posture across the
enterprise. We saw how data pulled from cloud services, applications, OT/IoTl, CI/CD pipelines, and containers
will deliver a single, risk-driven view of exposure. We also validated how the Al-powered Nucleus Insights uses
threat intelligence to understand which vulnerabilities are being exploited in the wild and by which threat
actors. Since Nucleus understands business and technical context, it knows which vulnerabilities exist on
services exposed to the outside world. This insight helps security teams and business owners prioritize critical
vulnerabilities exploited in the wild and focus remediation efforts on them. Finally, we validated Nucleus
Security’s powerful automation capabilities, as it gives administrators the power to process data as it comes
into the system and automate ticket creation and assignment based on rules. With these tools, organizations
have the power to build, automate, and enhance their vulnerability and exposure management program.

If your organization struggles to keep up with the flood of security vulnerabilities and manual processes,
Enterprise Strategy Group recommends seriously considering Nucleus Security.
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